PACER

Public Access to Court Electronic Records Learning Aid

Multifactor Authentication - Logging In

Multifactor authentication (MFA) is now available for all PACER users. MFA provides an added
layer of security that helps protect users from cyberattacks that steal passwords, significantly
reducing the risk of unauthorized access.

This learning aid describes the login process once you have enrolled in MFA, and what to do if you
do not have access to your MFA method(s).

Step 1. Navigate to https://pacer.uscourts.gov/.

Step 2. Inthetopright corner, click the Log in to... link, and then click PACER Log in.
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Figure 1: PACER website homepage

Step 3. Enteryour PACER username, password, and client code (if needed); select PACER Case
Locator or a court, and click Login.

Login to PACER Systems #3
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Public Access To Court Electronic Records
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Login

Your browser must be set to accept cookies to log in to this site. If your browser is set to accept cookies and you are experiencing problems with the login, delete the stored
cookie file in your PC. Close and reopen your browser before trying again.

%) Login

* Required Information
Username *
Password *
Client Code

Court Where would you like to g0?

This is a restricted government website for official PACER use only. All
activities of PACER subscribers or users of this system for any purpose,
and all access attempts, may be recorded and monitored by persons
authorized by the federal judiciary for improper use, protection of system
security, performance of maintenance and for appropriate management by
the judiciary of its systems. Bv subscribing to PACER. users express!

Figure 2: National PACER Login page
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Step 4. Enterthe one-time passcode displayed on your authentication application (app) (Figure
3) or one of your backup codes (Figure 4) in the passcode/backup code text field, and

click Submit.
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Please enter the one-time passcode or a backup code. Click
Submit to proceed.
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If you have questions or need assistance, please contact the
PACER Service Center at (800) 676-6856 between 7 AM and
6 PM CT Monday through Friday.

Figure 3: An illustration of a generic authentication app display and screenshot of the One-Time Passcode dialog box
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One-Time Passcode

This page will expire in 9 minutes 51 seconds

Please enter the one-time passcode or a backup code. Click
Submit to proceed.

If you have guestions or need assistance, please contact the
PACER Service Center at (800) 676-6856 between 7 AM and
6 PM CT Monday through Friday.

Figure 4: An illustration of a list of backup codes and screenshot of the One-Time Passcode dialog box

NOTE: Each backup code can only be used once. It is recommended that you use your last
backup code to get a new set of backup codes.
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Step 5. Checkthe redaction agreement checkbox, and click Continue.

Redaction Agreement

IMPORTANT NOTICE OF REDACTION RESPONSIBILITY:

All filers must redact: Social Security or taxpayer-
identification numbers; dates of birth; names of minor
children; financial account numbers; and in criminal cases,
home addresses in compliance with Fed. R. App. P. 25(a)(5),
Fed.R. Civ. P.5.2, Fed. R. Crim. P. 49.1, or Fed. R. Bankr. P, 9037.
This reguirement applies to all documents, including
attachments.

| understand that, if | file, | must comply with the redaction
rules. I have read this notice.

Continue Cancel

Figure 5: Redaction Agreement dialog box

Step 6. You will be directed to the PACER Case Locator or the selected court’s CM/ECF system.

Public Access To Court Electronic Records

PACER Case Locator
New Search v~ Savedltems v CourtInformation  Settings v Mfa Tester v
Quick Searches % Quick Links
. —
F:nd Cases "" aIa i
Find Cases (Advanced) PACER  US.Courts  CourtLinks
Find Parties
Find Parties (Advanced) @ sl
Find Bankruptcy by SSN/EIN PCLHelp PACER FAQ Statistics

Find Bankruptcy (Advanced)

Figure 6: PACER Case Locator landing page
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Logging in Without Access to Your MFA Method(s)

If you lose, forget, or misplace your device or backup codes, a one-time passcode can be sentto
the email associated with your PACER account, allowing you to log in to Manage My Account and
either set up a new authentication app or get new backup codes.

Step 1.
Step 2.

Step 3.

Navigate to https://pacer.uscourts.gov/.

In the top right corner, click the Log in to... link, and click Manage PACER Account.

#) Log in to the federal Judiciary’s electronic public access services. Close X
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Figure 7: PACER website homepage

Enter your PACER username and password, and click Login.

Log in to PACER Systems &)

EE An official website of the Units
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Manage My Account

Enter your PACER credentials to update personal information, register to e-file, make
an online payment, or to perform other account maintenance functions.

%) Login

* Required Information

Username *

Password *

This is a restricted government website for official PACER use only. All
activities of PACER subscribers or users of this system for any purpose,
and all access attempts. may be recorded and menitored by persons

Figure 8: Manage My Account login page
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Step 4. Clickthe Click here if you need a one-time passcode link.

One-Time Passcode

| This page will expire in 9 minutes 57 seconds

Please enter the one-time passcode or a backup code. Click
Submit to proceed.

| |

If you have questions or need assistance, please contact the

PACER Service Center at (B00) 676-6856 between 7 AM and
6 PM CT Monday through Friday.

Click here if you need a one-time passcode. «

Figure 9: One-Time Passcode dialog box

Step 5. Enter your answer to the security question, and click Submit.

A one-time passcode is sent to the email address associated with the PACER account to
verify that the account holder authorizes accessing Manage My Account.

One-Time Passcode

‘ This page will expire in 9 minutes 38 seconds ‘

Request One-Time Passcode

Enter the answer to your security question below. You
have 3 chances to answer correctly. If you do not
remember the answer, select the Display alternate
question checkbox and click Submit.

Security What is your oldest cousin's first
Question name?

Answer |

I:I Display alternate question

e

Figure 10: Request One-Time Passcode dialog box

For help contact PACER Service Center (800) 676-6856 or pacer@psc.uscourts.gov 5
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Step 6. Enter the one-time passcode from the email, and click Submit.

One-Time Passcode

This page will expire in 9 minutes 23 seconds

A one-time passcode has been sent to the email on file. If you
do not see the email in your inbox, check your junk folder.

Please enter the one-time passcode and click Submit to
proceed.

If you have questions or need assistance, please contact the
PACER Service Center at (800) 67/6-6856 between 7 AM and
6 PM CT Monday through Friday.

Click here if you need a one-time passcode.

Figure 11: One-Time Passcode dialog box

TIP

If the security code email does not appear, check the junk email folder.

Step 7. Clickthe Manage MFA Settings link.

Account Number 0000000

Username mfatesterO1

Amount Due $0.00

Account Balance $0.00

Case Search Status Active

Account Type Upgraded PACER Account
Multifactor Auth Enrolled

Maintenance Payments Usage

Change Username Update PACER Billing Email
Change Password Set PACER Billing Preferences
[ Manage MFA Settings ] Set Security Information

Figure 12: Manage My Account landing page
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Step 8. Add another authentication app or generate new backup codes.

Multifactor Authentication Methods

A Multifactor authentication (MFA) provides an extra layer of security to your account by requiring additional verification
to log in. Once you enroll in the service, you must enter a one-time passcode using one of the methods below.

Authentication apps
Set up an authentication app to sign in using a one-time passcode. You may add up to 5 apps.
What is an authentication app? @

‘Test Phone Delete
Add App

Backup codes

‘Backup codes generated on 04/18/2025 Delete

Cancel

Figure 13: Multifactor Authentication Methods page

NOTES:

PACER users with filing and all other types of CM/ECF-level access will need to set up an MFA
method to access CM/ECF and PACER.

You cannot view backup codes previously generated.

TIPS

If you lost your device, you should delete the authentication app associated with that device.

To get new backup codes, you need to delete your current backup codes.

For help contact PACER Service Center (800) 676-6856 or pacer@psc.uscourts.gov 7
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